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Setting up your Notification Template(s)

The following document outlines the key information you need in order to complete
your notification template(s)

Why do | need to complete a notification template?

When a data breach has occurred, you will want to notify the individuals
affected and provide details of the incident itself. By completing the following
steps, you can save time in the heat of an incident and have a predefined letter
template(s) ready.

You can create a template(s) that incorporates standard commentary, and is
aligned to your brand identity standards, logo(s), signature(s) and font(s).

To help you we've shared a couple of example templates we use when creating
standard templates as part of foundation data breach readiness service for
our clients.

Summary of the steps we will take
To help you create your template we have included below a couple of examples you can download, amend and save
within your business.

Below is also an example of the process we take with our clients to help them prepare their notification templates.

Day 1 Day 4 Day 7 Day 10 Day 13 Day 16 Day 19 Day 22 Day 25 Day 28

Provide notification templates

Review template Notification
Provide copy of template template
and logo's complete

Generate a draft template

Review and approve
the template

Notificatio Templates

Store template

Client Task Client & Experian Task Experian Task

Continue to next page >



Notification
Setting up your Notification Template(s)

Download Experian’s notification template examples below.

We've shared below two notification templates so that you can create two letter templates. These incorporate
references to Experian’'s standard credit/identity monitoring services. We generally provide this service to clients to
help their customers/employees monitor what information has been found on the dark web and to enable them to keep
up to date to changes on their credit report.

The other few things you need to think about are as follows:

« Would you print the notification letter?
— Do you have a supplier who can help print and fulfil this for you and in good time?

» Would you print your letter double sided?

« How many pages would you like to restrict the notification to?

« Have you agreed your branding requirements, i.e. font style, sizes and colour eg. black/white.
— Do you have multiple brands requiring different letter distribution strategies?

* Who would fulfil the letter or email if it is a large distribution?

» Do you have the expertise and resources to complete this internally?

If after reviewing these initial steps you would like to learn more about how Experian could support you in the
development of your templates, resources, expertise in data breach notification printing and fulfilment in readiness for
a breach contact us on breachresponse@experian.com

View Documents

For more information please contact us

Breachresponse@experian.com
www.experian.co.uk/databreach
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Company – Example Notification Letter

Date

REF NO. – XXXXXXXXXX

Mr John Taylor

12 Pentonville Road,

Kensington

London

SW1 1LM





Dear First name





Important information about your personal data



We want to let you know about an incident that has happened, that may have affected the security of your personal information, specifically your name, date of birth and bank account number.



We are very sorry. The protection of your personal information is a top priority for us and we want to assure you that we are doing everything we can to minimise any risk. We have contacted the police and full investigation is underway.



How we are resolving the issue



We are offering you 12 months of free identity monitoring services, provided by Experian, one of the UK’s leading Credit Reference agencies. 



Your free Experian IdentityWorksSM membership



To help you to monitor your personal information for certain signs of potential identity theft, we are offering you a complimentary 12-month membership to Experian IdentityWorksSM. The service monitors the web, social networks and public databases on your behalf 24/7, looking for your details to immediately detect theft, loss or disclosure of your vital personal and financial information. 



If your information is found, you’ll be instantly alerted and given help and advice on what to do next to protect yourself from fraud.




Activating your free Experian IdentityWorksSM membership



1) Ensure that you sign up for the service by insert date (your code expires after this date).

2) Visit the IdentityWorksSM website to get started: www.globalidworks.com/identity1

3) Click on ‘Get Started’

4) Enter your details along with the following activation code: xxxxx



Once your membership is activated, you’ll have access to the following features:

· Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading or selling of your personal information on the Dark Web.

· Fraud remediation tips: Self-help tips are available on your member centre.

Steps you can take to protect your identity

· Check your bank statement regularly for any unusual payments that you don’t recognise

· Use strong passwords and change them regularly. Try to keep them at least eight characters long and use numbers, upper case, lower case and symbols.

· Never give out personal details over the phone unless you’re sure who you’re speaking to



We are very sorry that this incident happened and we thank you for your patience as we continue to work on resolving it. We are focused on doing everything possible to maintain your trust so that we can continue to serve you in the future.



Yours sincerely,

Company



[image: ]

























YOUR FOOTER DETAILS HERE



YOUR FOOTER DETAILS HERE







image1.jpeg

S%V@f e —







YOUR HEADER DETAILS HERE



		YOUR HEADER DETAILS HERE



[bookmark: _GoBack]Company – Example Notification Letter



Date

REF NO. – XXXXXXXXXX



Mr John Taylor

12 Pentonville Road,

Kensington

London

SW1 1LM



Dear [First name]



Important information about your personal data

We want to let you know about an incident that has happened, that may have affected the security of your personal information, specifically your name, date of birth and bank account number.



We are very sorry. The protection of your personal information is a top priority for us and we want to assure you that we are doing everything we can to minimise any risk. We have contacted the police and a full investigation is underway.



How we are resolving the issue

We are offering you 12 months of free credit and web monitoring services, provided by Experian, one of the UK’s leading Credit Reference agencies. 



Your Complimentary Experian Identity Plus membership

To help you to monitor your personal information for certain signs of potential identity theft, we are offering you a complimentary 12-month membership to Identity Plus. This service helps detect possible misuse of your personal data and provides you with identity monitoring support, focussed on the identification and resolution of identity theft.



Activating your complimentary Identity Plus membership

1) Ensure that you sign up for the service by [insert date] (your code expires after this date).

2) Visit the Identity Plus website to get started: https://identity.experian.co.uk/get-started/protection.

3) Validate your activation code: [xxxxx].

4) Enter your details to complete the registration






Once your membership is activated, you will have access to the following features:



· Unlimited access to your Experian Fraud Report.

· Credit Alerting – an email or SMS to let you know when certain changes happen on your Experian Credit Report, such as the addition of a new credit search.

· Web monitoring – an alert by email or SMS which confirms that personal information has been found on the dark web.

· Access to Experian’s Victims of Fraud service if you do become a victim of fraud, who will support you in resolving fraud that has occurred.

· If you are at higher risk of fraud, Experian can add protective Cifas registration to your Credit Report which can help prevent credit being taken in your name.

Steps you can take to protect your identity

· Check your bank statement regularly for any unusual payments that you do not recognise.

· Check your Experian Credit Report regularly for newly opened accounts or credit searches that you do not recognise.

· Use strong passwords and change them regularly. Try to keep them at least eight characters long and use numbers, upper case, lower case and symbols.

· Never give out personal details over the phone unless you are sure who you are speaking to.

· If you think you have been a victim of fraud you should report it to Action Fraud, the UK's national fraud and internet crime reporting centre, on Tel. 0300 123 2040.

If you have any questions regarding this service, then please contact Experian’s Customer Support Centre on Tel. 03444 818182*. They are open Monday to Friday, 8am to 7pm and Saturday, 9am to 5pm.



We are very sorry that this incident happened and we thank you for your patience as we continue to work on resolving it. We are focused on doing everything possible to maintain your trust so that we can continue to serve you in the future.



Yours sincerely,

Company[image: ]



*Charges for calling 03 numbers are the same as for calls made to standard UK landline phone numbers starting 01 or 02. 

If your landline or mobile phone package means you can call an 01 or 02 number as part of 'free' inclusive minutes, the same will apply to calling our 03 numbers.
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